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DETAILED ACTION 

Claim Rejections - 35 USC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -(e) the invention was described in (1) an application for patent, 
published under section 122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international application filed under the treaty defined in 
section 351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

2. Claims 31-33 are rejected under 35 U.S.C. 102(e) as being anticipated by Blom et 
al(2003/0131353). 

3. As per claim 31, Blom discloses a method for handling encrypted user data 
objects[0007], the method comprising: providing an encrypted user data object in a first 
telecommunications device[0007, 0121]; requesting description information relating to content 
of the encrypted user data object from a data provisioning component[001 1, 0014]; transmitting 
the requested description information from the data provisioning component to the first 
telecommunications device[0007, 001 1]; checking whether the content having the attributes 
specified in the description information can be used by the first telecommunications device; and 
requesting from the data provisioning component, upon successful checking of the attributes 
specified in the description information[0007, 0085], a confirmation object which is assigned to 
a rights object assigned to the encrypted user data object in order to check compatibility of the 
rights object and the encrypted user data object[0007, 001 1-0012]. 

4. As per claim 32, Blom discloses wherein the rights object is transmitted by the data 
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provisioning component to the first telecommunications device upon successful checking of the 
compatibility of the rights object and the encrypted user data object[0007, 001 1, 0012, 0014]. 

5. As per claim 33, Blom discloses wherein the encrypted user data object is provided in a 
content section of a container object[001 1]. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Paieniabilhy shall not be negatived by the 
manner in which the invention was made. 

7. Claims 25-30, 34-48 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Blom et al (2003/013 1353) in view of Treffers et al(2002/0023219) and further in view of 
Ireton(2002/01 12163). 

8. As per claims 25, 29, 34, 36, 48, Blom et al. discloses a method for handling encrypted 
user data objects[0007], generating a rights object for an encrypted user data object by a data 
provisioning component(i.e. distribution server)[001 1, 0014, 01 14], the rights object having 
assignment information for assigning the rights object to a container object having an encrypted 
user data object[001 1, 0014], decryption information for decrypting the encrypted user data 
object[0015, 0107], and rights information for describing usage rights of the encrypted user data 
object[001 1, 0014]; transmitting a container object to a first telecommunications device[0007, 
0122], the container object having a content section in which an encrypted user data object is 
provided, and a description section[00 1 1 , 0014]. 
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9. Blom discloses that a rights object includes an authentication tag(i.e. confirmation 
object). Blom discloses that the tag is used for integrity protection of the usage rights. Thus, 
Blom discloses generating a confirmation object assigned to the rights object by the data 
provisioning component, the confirmation object having assignment information for assigning 
the rights object to an encrypted user data object[0012, 0114]. and the confirmation object 
assigned to the rights object to be transmitted to the first telecommunications device[0007, 0122, 
001 1, 0014, 0012]; transmitting the confirmation object from the data provisioning component to 
the first telecommunications device[0007, 0012, 01 14, 0122]. 

10. Although Blom discloses protecting the rights object by using integrity. Blom does not 
disclose extracting the checksum from the confirmation object; and comparing the checksum 
extracted from the confirmation object with the re-determined checksum so that, should the two 
checksums tally, compatibility of the rights object assigned to the confirmation object and the 
encrypted user data object transmitted to the first telecommunications device in the container 
object may be concluded. Treffers et al discloses extracting the checksum from the confirmation 
object; and comparing the checksum extracted from the confirmation object with the re- 
determined checksum so that, should the two checksums tally, compatibility of the rights object 
assigned to the confirmation object and the encrypted user data object in the container object 
maybe concluded[0016, 0050-0051]. 

11. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to include checking the rights object by using a checksum of Treffers with Blom, the motivation 
is that by checking the rights object by using a checksum insures that the rights object has not 
been tampered or manipulated by an unauthorized user[0050 of Treffers]. 
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12. Blom nor Treffers discloses a determined checksum of the encrypted user data object is 
provided; extracting the checksum from the description section of the container object; re- 
determining the checksum of the encrypted user data object provided in the content section of the 
container object; comparing the extracted checksum with the re-determined checksum so that, 
should the two checksums tally, an error-free transmission of the encrypted user data object may 
be concluded; requesting, via the first telecommunications device, checksum of the encrypted 
user data object. Ireton discloses a determined checksum of the encrypted user data object is 
provided[0006]; extracting the checksum from the description section of the container object; re- 
determining the checksum of the encrypted user data object provided in the content section of the 
container object[0015]; comparing the extracted checksum with the re-determined checksum so 
that, should the two checksums tally, an error-free transmission of the encrypted user data object 
may be concluded; checksum of the encrypted user data object[0015, 0028]. 

13. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to include determining the checksum of the encrypted user data object of Ireton with the Blom- 
Treffers combination, the motivation is that by determining the checksum of the encrypted user 
data object insures that the encrypted user data object is a legitimate digital object that has not 
been compromised [0019 of Ireton]. 

14. As per claim 26, Blom discloses wherein the data provisioning component provides user 
data objects which are processed[001 1, 0014, 01 14], the processing comprising: encrypting a 
user data object provided on the data provisioning component[001 1]; determining a checksum of 
the encrypted user data object; generating a container object having a content section in which 
the encrypted user data object is provided, and a description section[001 1, 0014] in which the; 
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and transmitting the container object from the data provisioning component to the first 
telecommunications device[0007, 0122, 001 1, 01 14, 0012]. Blom nor Treffers discloses 
determined checksum of the encrypted user data object is provided. Ireton discloses determined 
checksum of the encrypted user data object is provided [0006]. It would have been obvious to 
one of ordinary skill in the art at the time of the invention to include determining the checksum 
of the encrypted user data object of Ireton with the Blom-Treffers combination, the motivation is 
that by determining the checksum of the encrypted user data object insures that the encrypted 
user data object is a legitimate digital object that has not been compromised [0019 of Ireton]. 

15. As per claim 27, Blom discloses wherein the container object is transmitted to the first 
telecommunications device by the data provisioning component via at least one further data 
provisioning component [0007, 001 1]. 

16. As per claim 28, Blom discloses submitting a request, via the first telecommunications 
device, to transmit the rights object generated by the data provisioning component to the first 
telecommunications device[0007, 0018]. 

17. As per claim 30, Blom discloses the method further comprises: requesting description 
information relating to the content of the encrypted user data object from the data provisioning 
component; transmitting the requested description information from the data provisioning 
component to the first telecommunications device; and checking whether the content having the 
attributes specified in the description information can be used by the first telecommunications 
device[0007, 001 1, 0014, 01 14]. Blom nor Treffers discloses following a successful comparison 
of the extracted checksum with the re-determined checksum of the data object. Ireton discloses 
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following a successful comparison of the extracted checksum with the re-determined 
checksum[0015, 0028]. 

18. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to include comparison of the extracted checksum with the e-determined checksum of Ireton with 
the Blom-Treffers combination, the motivation is that comparison of the checksum insures that 
the encrypted user data object is a legitimate digital object that has not been compromised [0019 
of Ireton]. 

19. As per claim 35, Blom discloses wherein an address of the data provisioning component 
is also provided in the description section of the container object for purposes of requesting at 
least one of the description information and the confirmation object[0007, 001 1]. 

20. As per claim 37, Blom discloses wherein at least one of a first confirmation message is 
sent by the first telecommunications device to the data provisioning component if the 
compatibility of the rights object assigned to the confirmation object and the encrypted user data 
object transmitted to the first telecommunications device in the container object has been 
established; and a second confirmation message is sent if the first telecommunications device has 
received the rights object from the data provisioning component[0007, 0111, 0012] . 

21 . As per claim 38, Blom discloses transmitting charging information relating to the 
transmitted rights object to a telecommunications subscriber assigned to the first 
telecommunications device[0007, 0014]. 

22. As per claim 39, Blom nor Treffers discloses wherein the checksum is a hash value 
calculated according to a hash algorithm. Ireton discloses wherein the checksum is a hash value 
calculated according to a hash algorithm [0021]. It would have been obvious to one of ordinary 
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skill in the art at the time of the invention to include the checksum is a hash value calculated 
according to a hash algorithm of Ireton with Blom-Treffers combination, the motivation is that 
the checksum is a hash value insures that the data object is a legitimate digital object that has not 
been compromised [0019 of Ireton]. 

23. As per claim 40, Blom discloses wherein at least one of the first telecommunications 
device and the at least one further telecommunications device are part of a first 
telecommunications mobile radio network[0007, 0122]. 

24. As per claim 41, Blom discloses wherein the data provisioning component is part of a 
second telecommunications network [0007, 0014-0015]. 

25. As per claim 42, Blom discloses wherein at least one of the first telecommunications 
device and the at least one further telecommunications device include a radio module [0017]. 

26. As per claim 43, Blom discloses wherein the radio module is a mobile phone[0007, 
0017]. 

27. As per claim 44, Blom discloses wherein data is transmitted between the first 
telecommunications device and the at least one further telecommunications device via WAP 
protocols [0122]. 

28. As per claim 45, Blom discloses wherein data is transmitted between the first 
telecommunications device and the at least one further telecommunications device via Internet 
protocols [0007, 0020]. 

28. As per claim 46, Blom discloses wherein the Internet protocol is Hypertext Transfer 
protocol [0110]. 
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29. As per claim 47, Blom discloses wherein the user data objects include at video 
information [0091]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JENISE E. JACKSON whose telephone number is (571)272- 
3791 . The examiner can normally be reached on Increased Flex time, but generally in the office 
M-Fri(8-4:30).. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1 . The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

October 23,2008 
/J. E. J./ 

Examiner, Art Unit 2439 



/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 



